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Abstract

This study aims to analyze risk behaviors that make individuals vulnerable to
cybercrime in Khon Kaen Province. A qualitative research method was employed, with data
collected through in-depth interviews from a sample group of cybercrime victims across
different age groups. The findings revealed that children in Khon Kaen exhibited risky
behaviors, such as being easily deceived by others and lacking skills in assessing cyber security.
Adults were found to be at risk due to internet use and the integration of financial data in
various applications, leading to identity theft and financial data breaches. In contrast, elderly
individuals were at risk due to a lack of skills in protecting personal information, with
cybercriminals often using tactics such as phishing calls or impersonating close contacts. The
study highlights the need to enhance digital security skills across all age groups, particularly
among children and the elderly. It recommends that government agencies and relevant
organizations develop stricter policies to protect personal data and raise public awareness
about cyber threats. Furthermore, the study suggests the development of more secure
authentication systems on online platforms to reduce the risk of cybercrime.
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